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Cloud Behavioral Analytics

RSA Cloud Behavioral Analytics

RSA NetWitness® Platform Cloud Behavioral Analytics (CBA) provides the ability to analyze your data
in the cloud, instead of on your premises, and send alerts of potential threats. With data analysis in the
cloud, RSA Data Scientists can study the effectiveness of the data models used to perform the analysis
and update them more frequently to better respond to current threats.
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To prepare a secure data connection to the RSA NetWitness Cloud Behavioral Analytics service, you
must provision the RSA Cloud Gateway service. To do this, you create a Certificate Signing Request
(CSR) for the Cloud Gateway. You then provide the CSR and the Gateway ID to the RSA Cloud
Administrator. The RSA Cloud Administrator will provide you with a signed certificate for you to install
on the NetWitness Platform host where your gateway service is installed. See the following step-by-step
instructions to provision the Cloud Gateway.

Note: RSA NetWitness® Platform Cloud Behavioral Analytics is a pre-General Availability release.
If you are interested in participating as a design partner to help shape and improve CBA for General
Availability, please contact your Sales Representative.

The procedures in this guide should be completed by a NetWitness Platform Administrator.

5 RSA Cloud Behavioral Analytics
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Provision a Cloud Gateway

RSA Cloud Gateway Server services must be provisioned before using them for Cloud Behavioral
Analytics. This is a one-time procedure per gateway service.

You can install the Cloud Gateway service on any NetWitness Platform host. RSA recommends using a
dedicated host that you provision for your Cloud Gateway, but it is not required. The following list shows
the preferred locations for the Cloud Gateway in order of preference:

o Provision your own dedicated host
o ESA Host

o NetWitness Server Host

Follow these instructions to install a Cloud Gateway and create a Certificate Signing Request (CSR) for
the Cloud Gateway. You must provide the CSR and the Gateway ID to the RSA Cloud Administrator.
The RSA Cloud Administrator will provide you with a signed certificate to install in your Cloud
Gateway service.

1. To install the Cloud Gateway, log in to NetWitness Platform and go to ADMIN > Hosts.

2. Inthe Hosts view, select the NetWitness host where you want to install the Cloud Gateway Server

service and click Install.

RSA RESPOND INVESTIGATE MONITOR CONFIGURE ADMIN @)admin @
Hosts Services Event Sources  Health & Wellness  System  Security
Groups Hosts
+ -0 M@ E Update g_g Discover i Reboot Host ilter
Name O Name/ Hast Current Versian Update V Stat
San M Esa 10, 11.2.00 Up-to-Dat
O o 10. 1.2.00 Up-
O NH 10 1.2, Up-
O s 10 1.2, Up-
[ sesa 10 1.2, Up-
| page 1 of1 | I C
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Cloud Behavioral Analytics

In the Install Services dialog, in the Host Type field, select Cloud Gateway.
Install Services
Select the appropriate host type and click Install 1o complete the

installation process
A re-image will be required if the incorrect Host Type is selected

Version: 11.2.0.0 Hardware )
- WIrtua
Platform:
Host Type: Cloud Gateway hd

The following service(s) will be installed on this host:

= Cloud Gateway Server

Cancel Install

Click Install to install the Cloud Gateway Server on the selected host.

To verify the installation, in the Hosts view, click the box in the Services column of the selected

host.

RSA RESPOND INVESTIGATE MONITOR CONFIGURE ADMIN @ admin @ ()
Hosts Services Event Sources Health & Wellness  System  Security
Groups Hosts
+ fs =@ & | Bmnstall g Update ¥ GF Discover g Reboot Host Filter X
Name O Name Host Services  CurrentVersion = Update Version Status
Sl O |~ Esa 10 Up-ta-Date
O wH 10. Up-to-Date
O NH 10 Up-to-Date
O sa 10 Up-to-Date
[ sesa 10 Up-to-Date
| Page |1 of1 | | Displaying 1 - 5 of 5
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You should see the Cloud Gateway Server service in the services list for that host.

Click the Cloud Gateway Server service in the list to go to the Services view (ADMIN >

Services).

Provision a Cloud Gateway
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7. To get the CSR for the gateway:

a. Inthe Services view, select the Cloud Gateway Server service and then select L+ JORN View >
Config.
In the Services Config view, the Gateway ID is listed.

RSA RESPOND INVESTIGATE MONITOR CONFIGURE ADMIN @)admm @

Hosts Services Event Sources Health & Wellness System  Security
& Change Service | ESA - Cloud Gateway Server |  Config

Certificate

[ Export Certificate Signing Request &, Upload Signed Certificate

Certificate Information

Gateway Id cB16bcca-0311-4ect-a4f7-abfad63celSd
Self-Signed true

Subject CN=gateway

Issuer CN=gateway

RS/ NETWITNESS' PLATFORM 11.2.00

b. Click Export Certificate Signing Request.

The service creates and downloads the CSR file for you.

Caution: Do not generate multiple Certificate Signing Requests. The signed certificate file
received in step 8 must match the CSR generated in this step. If there is a mismatch, the uploading
of the signed certificate file fails.

8. Send the CSR file and Gateway ID to the RSA Cloud Administrator, who will provide you with a

signed certificate file.

Caution: Do not rename the Gateway CSR file. The name of the file must be the Gateway ID.

9. Copy the signed certificate file to the NetWitness Platform host where the Cloud Gateway Server

service 1s installed.

Provision a Cloud Gateway 8
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10. To install the signed certificate in your Cloud Gateway Server service:
a. Inthe Services Config view, click Upload Signed Certificate.

b. In the Upload Signed Certificate dialog, select your signed certificate and click Upload.
Upload Signed Certificate

Upload File

Cancel

The following figure shows the results of setting the signed certificate on the Cloud Gateway.
RSA RESPOND INVESTIGATE MONITOR CONFIGURE ADMIN

() admin ®
Hosts ces Event Sources Health & Wellness  System  Security
& ChangeService | ESA -Cloud Gateway Server |

Config
Certificate
[ Export Certificate Signing Request &, Upload Signed Certificate
Certificate Information
Gateway Id d024e68e-70cf-1002-9888 822664842945
Self-Signed false
Subject C=US,5T=VA L=Reston,0=RSA,OU=netwitn =gateway-device
Issuer 1.2.840.113549.1.9.1=#160f636261 2646 57640727361 2e636f6d,0 U=Netwitness-CBA,0=RSA Security,L=Reston, ST=VA,C=US
RS /\ NETWITNESS' PLATFORM 1.2.0.0

After a signed certificate file is properly uploaded to the Cloud Gateway, the Self-Signed field

shows as false, which indicates that the installed certificate is now properly signed by
Netwitness-CBA.

Provision a Cloud Gateway
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Mapping Cloud Gateway Analytic Streams

You can configure the RSA Cloud Gateway to automatically upload Analytic Streams from one or more
Concentrators to Cloud Behavioral Analytics (CBA). An Analytic Stream is a pipeline of selected traffic
activity used for analytics processing. For example, Analytic Streams can include HTTP, FTP, SMB, or
DNS traffic. By creating and deploying Analytic Stream mappings between Concentrator sources and
Cloud Gateway services, data streams are automatically forwarded to the Cloud for analytics
processing.

When you deploy your mapping, the selected Cloud Gateway service uses query-based aggregation to
collect the appropriate filtered events for the selected Analytic Stream from the Concentrators. Query-
based aggregation is a predefined query that only transfers data for the selected Analytic Stream. Only
the data required by the Analytic Stream is transferred from the Concentrator to Cloud Behavioral
Analytics.

Considerations

When creating and deploying your Analytic Stream mappings, keep the following important
considerations in mind:

1. Each Analytic Stream that you deploy places an additional load on the Internet egress points on the

network.

2. Every Analytic Stream that you add impacts the Concentrators.

3. Ensure that you map Analytic Streams to Concentrators that actively collect that type of information.
For example, HTTP Analytic Streams should only be activated on Concentrators that collect HTTP

activity.

Analytic Stream Deployment Example - Two Gateways

To take advantage of your additional Concentrator capacity, you can map an Analytic Stream to a Cloud
Gateway service and deploy it to analyze data from multiple data sources at the same time.

For example, if you have three Concentrators and two Cloud Gateway services, you can create and

deploy the following mappings:

o Map Analytic Stream 1 to the Concentrator 1 and 2 sources and the Cloud Gateway Server 1 service.
Cloud Gateway Server 1 sends Analytic Stream 1 filtered traffic from Concentrators 1 and 2 to CBA
in the Cloud.

Mapping Cloud Gateway Analytic Streams 10
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o Map Analytic Stream 2 traffic to the Concentrator 2 and 3 sources and the Cloud Gateway Server 2
service. Cloud Gateway Server 2 sends Analytic Stream 2 filtered traffic from Concentrators 2 and 3
to CBA in the Cloud.

In this example, Analytic Stream 1 represents an Analytic Stream, such as HTTP, and Analytic Stream 2
represents another Analytic Stream, such as FTP in another location. Concentrator 1 collects HTTP
activity, Concentrator 2 collects HTTP and FTP activity, and Concentrator 3 collects FTP activity.

Analytic Stream Deployment Example — Two Gateways

Sources Services
Analytic Concentrator 1
Stream 1 Cloud Gateway
Mapping Server 1
L .................................... c°ncentrat ar 2
Analytic Cloud Gateway
Stream 2 Server 2
Mapping Concentrator 3

i i
o 2

This example shows how both services can process data from the same Concentrator. Notice that Cloud
Gateway services 1 and 2 can both process data from Concentrator 2. Cloud Gateway Server 1 queries
data for Analytic Stream 1 HTTP traffic and Cloud Gateway Server 2 queries different data for Analytic
Stream 2 FTP traffic.

Analytic Stream Deployment Example - One Gateway

In addition to creating Analytic Stream mappings that are processed by different Cloud Gateway
services, you can map more than one Analytic Stream to the same Cloud Gateway service.

For example, if you have three Concentrators and one Cloud Gateway service, you can create and
deploy the following mappings:
o Map Analytic Stream 1 to the Concentrator 1 and 2 sources and the Cloud Gateway Server 1 service.

Cloud Gateway Server 1 sends Analytic Stream 1 filtered traffic from Concentrators 1 and 2 to CBA
in the Cloud.

11 Mapping Cloud Gateway Analytic Streams
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o Map Analytic Stream 2 to the Concentrator 2 and 3 sources and the Cloud Gateway Server 1 service.
Cloud Gateway Server 1 also sends Analytic Stream 2 filtered traffic from Concentrators 2 and 3 to
CBA in the Cloud.

In this example, Analytic Stream 1 represents an Analytic Stream, such as HTTP, and Analytic Stream 2
represents another Analytic Stream, such as FTP in another location. Concentrator 1 collects HTTP
activity, Concentrator 2 collects HTTP and FTP activity, and Concentrator 3 collects FTP activity.

Analytic Stream Deployment Example — One Gateway

Analytic

Stream 1 Concentrator 1

Mapping

Cloud Gat
Concentrator 2 oud Gateway
Server 1

Analytic

Stream 2
Mapping Concentrator 3

. ____ . _______________ ..}

This example shows how one service can process data from more than one Analytic Stream. Notice that
Cloud Gateway Server 1 can process data from Concentrators 1 and 2 for Analytic Stream 1. It also
processes data from Concentrators 2 and 3 for Analytic Stream 2. Cloud Gateway Server 1 queries data
for Analytic Stream 1 HTTP traffic and queries different data for Analytic Stream 2 FTP traffic and then
sends that data to CBA in the Cloud for analytics processing.

Caution: Ensure that all NetWitness Platform host services are in sync with a consistent time source.

Prerequisites

o All NetWitness Platform host services must be in sync with a consistent time source.

o The Concentrator hosts and services must be discovered and available in the NetWitness Platform

user interface.

o The Cloud Gateway Server service must be provisioned. See Provision a Cloud Gateway.

Mapping Cloud Gateway Analytic Streams 12
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Create Cloud Gateway Analytic Stream Mappings

The following procedure tells you how to map Analytic Streams to sources and services. After creating
and reviewing the mappings, you deploy them so that they can start aggregating data.

1. Goto ADMIN > System, and in the options panel, select Cloud Gateway.
The Cloud Gateway Analytic Stream Mappings panel is displayed.

RSA RESPOND INVESTIGATE MONITOR CONFIGURE ADMIN

Hosts Services Event Sources Health & Wellness  System  Security

(8) admin ©

Global Notifications
Legacy Notifications
System Logging
Glebal Auditing
Jobs
Live Services
URL Integration
Context Menu Actions
nvestigation
ESA Analytics

I Cloud Gareway
Whois
HTTP Proxy Settings

NTP Settings

- Please note that e
- Care should b
Concentrators

nfo X o )
Cloud Gateway Analytic Stream Mappings

T A an be configu -

Licensing ytic Stream Mappings bes

Email Considerations:

Manage mappings by creating, deplaying or removing them.

+

status

| Page

Analytic Stream

of0 |

ate a Cloud Gateway Analytic Stream ma

s 0n the network,
stion (2.5, HTTP Analytic Streams should anly be activated on

Sources Service Lag Time Actions

No data to display

RS /\ NETWITNESS' PLATFORM 11.200

2. Click + to create an Analytic Stream mapping. Create a separate mapping for each Analytic

Stream.

13
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The Create Analytic Stream Mappings dialog is displayed.
0

Create Analytic Stream Mappings

The RSA Cloud Gateway can be canfigured ta automatically uplead Analytic Streams from ene or more Cancentrators to Cloud Beh
between Concentrator sourcels) and Cloud Gateway se

alytics (CBA). By creating and deploying Analytic Stream Mapaings

ces, data streams are sutematically forwarded to the Cloud for analytics prac

Considerations:

- Please note that each Analytic Stream that is deployed will place an additienal load on the Int

et egress points on the network.
- Care should be taken to map Analytic Streams te Concentrator(s) that actively collect that type of infarmation (e.g., HTTP Analytic Streams should only be activated on Concentrators that collect HTTP Activity)

1. Select one Analytic Stream, any number of data sources, and one service to process the data. The Cloud Gateway Server and all the Concentrators need to be in sync with a consistent time source.

Analytic Stream Sources Service

O H1IP O SA-Cloud Gateway Server
O Ema — O Packet - Cloud Gateway Seru

[0 Active Directory

2. If necessary, specify the time that will be used to query data from the selected Concentrators. These time values are specific to a particular mapping and they apply to all concentratars within that mapping.

Lag Time (Minutes)

13

=

3. Inthe Analytic Stream list, select an Analytic Stream.

4. Configure one or more data sources (Concentrators) for your mappings. Do the following for each
Concentrator:

. Click T .

The Available Services dialog shows the data sources that are available from the ADMIN >
Services view.

™ ;f Name ~ Address Type

[ ;ﬁ' Packet - Concentrator 10, Concentrator

Cancel oK

Mapping Cloud Gateway Analytic Streams 14
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b. Inthe Available Services dialog, select a Concentrator and click OK.

C.

The Add Service dialog is displayed.

Add Service Packet - Concentrator

Please provide administrator credentials for the service:

Username
Password

Please configure the S5L settings for this service:
SSL@ O

Port Number 50005 o
Compression [
Test Connection
Cancel 0K

In the Add Service dialog, type the Administrator username and password for the Concentrator.

d. Click Test Connection to make sure that it can communicate with the Cloud Gateway service.

c.

Add Service Packet - Concentrator

Please provide administrator credentials for the service:

Username admin

Password

Please configure the 5L settings for this service:
55LE a

50005

<>

Port Mumber
Compression [

Test Connection | @ Test connection successful

Cancel 0K

Click OK.

After you configure your data sources and they appear in the Sources list, you can reuse them for

additional mappings.

15
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5. Inthe Sources list, select one or more data sources to aggregate the data for the Analytic Stream.

Create Analytic Stream Mappings

The RSA Cloud Gateway can be configured to automatically upload Analytic Streams from ane or more Concentrators to Cloud Behavioral Analytics (CBA). By creating and deploying Analytic Stream Mappings
between Concentrator source(s) and Cloud Gateway services, data streams are autematically forwarded to the Cloud for analytics processing.

Considerations:

- Please note that sach Analytic Stream that is deployed will place an additional load on the Internet egress points an the netwark,
- Care should be taken to map Analytic Streams to Concentrater(s) that actively collect that type of information (e.g., HTTP Analytic Streams should only be activated on Cancentraters that collect HTTP Activigy).

1. Select one Analytic Stream, any number of data sources, and ane service to process the data. The Cloud Gateway Server and all the Concantrators need to be in sync with & consistent time source.
Analytic Stream Sources Service
-
™ HTTP W @  Packet-Concentrator [ SA-Cloud Gateway Server

Email =) | Pociet: Giotm Gateray serer

[ Active Directory

O

2. If necessary, spcify the time that will be used to query data from the selected Concentraters. These time values sre specific 1o a particular mapping and they apply to 8l cancentrators within that mapping.
Lag Time (Minutes)

13
Ll 3

A solid colored green circle indicates a running service and a white circle indicates a stopped

service.

6. Inthe Service list, select a Cloud Gateway service to process the data for the Analytic Stream.

7. If necessary, specify the Lag Time that will be used to query data from the selected Concentrators.

Lag Time (Minutes) specifies a constant time delay in minutes, which is added to avoid losing

events being processed by the data sources during periods of heavy activity. For example,

Concentrator performance varies depending on factors such as incoming load, ongoing queries, and

indexing. Due to these factors, a Concentrator may not aggregate events in real-time, which leads to

the delay.
The Lag Time parameter gives the Concentrator a chance to finish aggregating all of the data.

Data aggregates at Current (System) Time - Lag Time. Setting Lag Time is useful when a

Concentrator is slow in aggregating data. The Lag Time guarantees that Cloud Behavioral Analytics

(CBA) does not process data that arrives to the Concentrator within the Lag Time window. This

provides an adequate delay to ensure that all events generated in the enterprise can be processed by

CBA.

For example, if Lag Time is 30 minutes, and the current time is 2:00 PM, the Concentrator starts

pulling records at 1:30 PM. The Lag Time window, 30 minutes in this example, remains constant as

time advances. When the current time advances to 2:01 PM, the Concentrator pulls the next minute

of data at 1:31 PM, and so on.
Important: The Lag Time defines the buffer between the current time and the time when the

Analytic Stream ingests the data.

Mapping Cloud Gateway Analytic Streams
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Caution: RSA recommends that Administrators adjust the Lag Time parameter dynamically based
on the performance of each of the individual Concentrators to avoid missing any events during
aggregation.

8. Click Create.
The mappings that you create appear in the list of existing mappings with a status of Undeployed.

Cloud Gateway Analytic Stream Mappings

The R5A Cloud Gateway can be configured to automarically upload Analytic Streams from one or more Concentrators to Cloud Behavioral Analytics (CBA). By creating and deploying
Analytic Stream Mappings between Concentrator source(s) and Cloud Gateway services, data streams are automatically forwarded to the Cloud for analytics processing.

Considerations:
- Please note that each Analytic Stream that is deployed will place an additional load on the Internet egress points on the netwark.

- Care should be taken to map Analytic Streams to Concentrator(s) that actively collect that type of informartion (e.g., HTTP Analytic Streams should only be activated on
Concentrators that collect HTTP Activity).

Manage mappings by creating, deploying or removing them.

+ -
Status Analytic Stream Sources Service Lag Time Actions

¥ Undeployed HTTP Packet - Concentrator Packet - Cloud Gateway Server 15 F -

| Page 1 | of1 | | ¢ Displaying 1-1 of 1

Deploy Now

Important: To start an Analytic Stream so that it starts aggregating data, you must deploy it.

Deploy Cloud Gateway Analytic Stream Mappings

After you create your mappings, you must deploy them in order to start aggregating data for the Analytic

Streams.

1. In the list of mappings, verify that the status of the mappings that you want to deploy show as
Undeployed.

2. Select one or more mappings with a status of Undeployed and select Deploy Now.
All selected mappings in the Undeployed state start to aggregate data as configured in the mapping.
The mapping status changes to Deployed.
You cannot deploy a mapping that has already been deployed.

17 Mapping Cloud Gateway Analytic Streams
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Update a Mapping

You can only have one mapping per Analytic Stream. If you want to make changes to a deployed
mapping, such as adding or removing Concentrators or changing the service, you must undeploy and
delete the existing mapping and then create and deploy a new mapping for that Analytic Stream.

You can make the following updates to a deployed mapping without deleting it:
o Undeploy the mapping

o Change the Lag Time

You can also change the Lag Time for an undeployed Analytic Stream mapping.

Undeploy a Mapping

If you want to stop aggregating data for an Analytic Stream mapping, but you do not want to delete the
mapping, you can undeploy it. This gives you the option of deploying it at a later time. When you
undeploy a mapping, the specified Cloud Gateway service stops pulling data from the data source for
that Analytic Stream.

Caution: Undeploying a mapping with a status of Deployed affects data aggregation for that Analytic
Stream.

Note: (This note applies to version 11.1.0.1 and later.) If you undeploy and then redeploy a mapping,
data aggregation for that Analytic stream will start again from the last point in the aggregation when
the mapping was undeployed.

To undeploy a mapping:

1. Inthe Cloud Gateway Analytic Stream Mappings panel, select the deployed mapping that you want
to undeploy.

2. Inthe Actions column, select Lo SN Undeploy.
The status changes from Deployed to Undeployed and data aggregation stops.

Delete a Mapping
You can delete a mapping with a status of Undeployed at any time. Since a mapping in the Undeployed
state is not running, it does not affect data aggregation.

Y ou should undeploy a mapping with a status of Deployed before deleting it. Undeploying and deleting a
mapping clears the configuration on the Cloud Gateway Server, reverts the deployment for that mapping,
and stops pulling data from the data source for that Analytic Stream.

Caution: Undeploying and deleting a mapping affects data aggregation for that Analytic Stream.

Mapping Cloud Gateway Analytic Streams 18
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Note: (This note applies to version 11.1.0.1 and later.) If you undeploy and delete a mapping, then
subsequently recreate the mapping, data aggregation from that Analytic Stream will start from the last
point in the aggregation when the original mapping was deleted, rather than at the beginning of the
original mapping.

To delete a mapping:

1. Inthe Cloud Gateway Analytic Stream Mappings panel, select the mapping that you want to delete.

You can only delete one mapping at a time.

2. Click ~— .

Change the Lag Time

If necessary, you can change the Lag Time for the Analytic Stream. The Lag Time defines the buffer

between the current (system) time and the time when the Analytic Stream ingests the data.

1. Inthe Cloud Gateway Analytic Stream Mappings panel, select the mapping that you want to change
and in the Actions column, select L~ > Edit stream.
The Analytic Stream Settings dialog shows the selected Analytic Stream, Cloud Gateway service,
and data sources for the mapping. The data sources show the URLs used to communicate with the

Cloud Gateway service.

Analytic Stream Settings

Configuration

Analytic Stream HTTP
Service Packet - Cloud Gateway Server
Sources Packet - Concentrator
(nwffFsF F5dE @ 0, :500057compression=1)
Lag Time {(Minutes) 15 o

" corce [N

2. If necessary, you can adjust the Lag Time (Minutes) to give the Concentrators in the mapping

additional time to finish aggregating all of the data.

3. Click Save.
Changes DO NOT take effect immediately. For the settings to take effect, you must undeploy and
redeploy the mapping.

19 Mapping Cloud Gateway Analytic Streams
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4. To undeploy the mapping, in the Cloud Gateway Analytic Stream Mappings panel, select the
mapping that you want to undeploy and then select &> Undeploy.

Data aggregation stops for the selected mapping.

5. To redeploy the mapping, select the mapping that you want to deploy and then select o Deploy.
The selected mapping deploys and starts to aggregate data as configured in the mapping.

Mapping Cloud Gateway Analytic Streams 20
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Monitor the Cloud Gateway

You can monitor the RSA Cloud Gateway service statistics in NetWitness Platform.

In the Services view, select the Cloud Gateway Server service and then select T > View > Explore.
In the Explore view, you can see important statistics that you should monitor for the Cloud Gateway.
You can adjust your Analytic Stream Mappings as required.

The following figure shows two important statistics that you should look at for each stream:
o upload-bytes-meter: This statistic shows the average bytes uploaded per second. It is the upload rate
(bytes).

o events-seen-meter: This statistic shows the number of events pulled from the Concentrator per

second. It is the reading rate (number).

The first part of the statistic name shows the Analytic Stream name, in this example the Analytic Stream
Name is C2:

C2/pipe/compressed/upload-bytes-meter

RSA RESPOND INVESTIGATE MONITOR CONFIGURE ADMIN

Hosts Services Event Sources Health & Wellness System  Security

*. Change Service AdminServer - Cloud Gateway Server Explore *
= AdminServer - Cloud ... Irsagateway/upload Adminserver - Cloud Gateway Server
.'\.sf(urrervt token-expires-at 201802-22 16:31:31
& & AdminServer - Cloud Gateway Server (€LO.
C2/awslfalled-uploads 0
DO configuration Cz/aws/files-uploaded 5
Daatatcontral C2/awslinvalid-token-counter o
B flesystem C2/aws/s3-connection-obtained-counter 5
85 gateway C2/awis/token-lastrefreshed-at 2018.02-22 15:30:47
a0 doud C2/awsitoken refreshesnext-at 2018.02-22 16:16:20
&[] upload C2/aws/token-respanse-timer-nanos 313647938
[Jhealth C2/pipefcompressedfaws-upload-timer-nancs 452864306
6] logging C2/pipefcompressed/butter-write-tmer-nanos 99533
B[ metrics C2/pipe/compressed/input-queue-size [
B[] process C2/pipecompressedinexc-pipe-offer-timer-nanos 2316
B[ securtty C2/pipefcompressed/process sing/e-outfer-timer-nancs 60387580
B[ transport | C2/pipe/compressed/upload-bytes-meter 95467 |
C2/pipefcompressediupload-count 5
Ca2/pipelcompressediupload-failure-count o
« C2/pipelcompressed/upload-failure-meter 0
Ca2/pipefcompressediuplnad-success-meter [
[cZrerempyrevenseen meser 328 ]
C2/pipefemptylevents-seen-post-filer- mater 1327
C2/pipelemptyfinput-queue size 399
C2/pipefempty/last buffer-released-at 201802-22 15:32:31
C2/pipefemptyflast-event-seen-at 201802-22 1532:31
C2/pipefemptyflast-polled-stream-at 201802-22 15:32:31
C2/pipefemptyinext-pipe-offer-timer-nanos 13253
C2/pipefemptyinum-dropped-events o
C2/pipefempty/num-events filtered 0
C2/pipefemptyinum-events-seen 13896
C2/pipe/empty/num-events-seen-post-filter 138861
C2/pipefemptyinum-filter-failed-events 0
C2/pipefempty/num-meta-bytes 32023077
C2/pipefempty/processsingle-buffer-timer-nanos 715833249
Ca/pipefemptyfsession-ids-last-seen

If you scroll down, you can see the rest of the statistics. If you have more than one Analytic Stream, you
can see statistics for that stream, too. In this example, you can see statistics for the C2 and C2Packets
Analytic Streams.
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RSA RESPOND INVESTIGATE

MONITOR CONFIGURE ADMIN

Hosts Services Event Sources Health & Wellness System  Security

- Change Service AdminServer - Cloud Gateway Server Explore ~

=AdminServer - Cloud ...
B3 AdminServer - Cloud Gateway Server (CLO.
[ configuration
[Idataicantrol
B[ filesystem
B & gareway
[ cloud
[ upload
[Ihealth
B[ logging
I metrics
B[ process
[Csecurity

B [transport

irsagateviay/upload
pipaﬂul Jnum-compressed-bytes
C2/pipefful/num-raw-bytes
C2/pipefiull/process-single-buffer-timer-nanos
C2/pipeimax-buffer-slats
C2/pipefrunning-since
C2/source/num-events-seen
C2/source/num-session-meta
C2/source/source-stats
[ezFaciesfeourcernum.evens-seen
C2Packets/source/num-session-meta
C2Packets/source/source-stats
active-streams
cloud-upload-service/active-streams
cloud-upload-service/num-active-streams.
cleud-upload-service/num-of-restart-from-cloud-change

cleud-upload-timeout

« compression-type

consumer-retry-interval
internal-block-size
json-file-feed-directory
max-cloud-retry-interva
max-stream-memory-used
max-wait-before-upload
max-wait-from-source
min-cloud-retry-interval
num-active-streams
num-compress-threads
num-of-restart-from-cloud-change
num-query-threads
num-upload-threads
source-type
upload-buffer-size
upload-buffer-type

upload-stream-butfer-relative-path

AdminServer - Cloud Gateway Server
4062393

32749176

5632830

200

201802-22 15:30:47
138961

1168212

adming

0

0

admin@ admin@

1 HOURS
GzIP

1 SECONDS
256 KB

15 MINUTES
100 MB

2 HOURS
10 MINUTES
1 5ECONDS

Aggregation
1MB

FileBuffered

upload-butfers

Note:

activity.

- Each Analytic Stream that you deploy places an additional load on the Internet egress points on the
network. Look at the upload statistics, such as upload-bytes-meter.

- Every Analytic Stream that you add impacts the Concentrators. Look at the events-seen-meter
statistic and see the "Monitor Service Details" topic in the System Maintenance Guide.

- Ensure that you map Analytic Streams to Concentrators that actively collect that type of information.
For example, HTTP Analytic Streams should only be activated on Concentrators that collect HTTP

Mapping Cloud Gateway Analytic Streams
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Cloud Gateway References

This section contains reference information for Cloud Gateway.

See the following topics for details:

o Cloud Gateway Config View Certificate Tab

o Cloud Gateway Analytic Stream Mappings

o Analytic Stream Settings

23

Cloud Gateway References



Cloud Behavioral Analytics

Cloud Gateway Config View Certificate Tab

An RSA Cloud Gateway must be provisioned before it can be used for Cloud Behavioral Analytics
(CBA). The Services Config view Certificate tab for the Cloud Gateway Server service enables you to
provision the Cloud Gateway and view the status of the provisioning. After you provision the gateway,
you can map data sources to Analytic Streams, such as HTTP or FTP traffic.

What do you want to do?

Administrator  Provision the Cloud Gateway. Provision a Cloud Gateway

Mapping Cloud Gateway Analytic Streams

Administrator  Configure data aggregation for
the Cloud Gateway.

Administrator, View detected threats. See NetWitness Respond User Guide and

Analyst NetWitness Investigate User Guide.

Related Topics

« RSA Cloud Behavioral Analytics

o Cloud Gateway Analytic Stream Mappings

Certificate Tab

To access the Services Config view Certificate tab, in the Services view (ADMIN > Services), select

the Cloud Gateway Server service and then select > View > Config.
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The following figure shows a Cloud Gateway service that is NOT provisioned.

RSA RESPOND INVESTIGATE

Hosts Services Event Sources Health & Welln

+ Change Service | ESA -Cloud Gateway Server | Config ©
Certificate

P Export Certificate Signing Request & Upload Signed Certificate

Certificate Information

Gateway Id c816bcca-0311-4eci-a4f7-abfa%63cet 5d
Self-Signed true

Subject CN=gateway

ssuer CN=gateway

RSA RESPOND INVESTIGATE

MONITOR CONFIGURE ADMIN

Hosts Services Event Sources Health & Wellness

& Change Service | ESA -Cloud Gateway Server |  Config ©

Certificate

[ Export Certificate Signing Request & Upload Signed Certificate

Certificate Information

Gateway Id

Self-Signed
Subject

szuer

[R'S/\ NETWITNESS PLATFORM
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Certificate Information

The Certificate Information section enables you to view the provisioning status of the Cloud Gateway
service.

The following table describes the Cloud Gateway Certificate Information fields.

oo

Gateway The Gateway ID, also known as the Service ID, identifies the gateway for RSA. You send
ID the Gateway ID along with the CSR file to the RSA Cloud Administrator, who will provide
you with a signed certificate file.

Self- If true, it indicates a default generated certificate.
Signed  If false, it indicates a signed-certificate provided by RSA.

Subject ~ The Subject shows "CN=gateway" when the Cloud Gateway is not provisioned. It shows
more detailed information when it is provisioned:

o C = Country (for example, US)

ST = State or Province Name (for example, VA)

o L = Locality Name (for example, Reston)

O = Organization Name (for example, RSA)

¢ CN = Common Name (for example, gateway-device)

Issuer The Issuer shows the provider of the certificate. The Issuer shows "CN=gateway" when

the Cloud Gateway is not provisioned.

Toolbar Actions

This table lists the toolbar actions available in the Cloud Gateway Config view Certificate tab.

om0

Export Click this link to create and download the Certificate Signing Request (CSR) file for
Certificate  your Cloud Gateway. Provide the CSR file and the Gateway ID to the RSA Cloud
Signing Administrator, who will provide you with a signed certificate.

Request
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on Jormn

Upload Click this link to install the signed certificate that you received from the RSA Cloud
Signed Administrator in your Cloud Gateway Server service.
Certificate
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Cloud Gateway Analytic Stream Mappings

In the Cloud Gateway Analytic Stream Mappings panel (ADMIN > System > Cloud Gateway), you
define the resources that RSA NetWitness Platform Cloud Behavioral Analytics (CBA) uses to
automatically detect advanced threats.

You can configure the RSA Cloud Gateway to automatically upload Analytic Streams from one or more
Concentrators to Cloud Behavioral Analytics (CBA). An Analytic Stream is a pipeline of selected traffic
activity used for analytics processing. For example, Analytic Streams can include HTTP, FTP, SMB, or
DNS traffic. By creating and deploying Analytic Stream mappings between Concentrator sources and
Cloud Gateway services, data streams are automatically forwarded to the Cloud for analytics
processing.

Workflow

This workflow shows the process for creating and enabling a Cloud Gateway Analytic Stream mapping
to start automatically detecting advanced threats.

| You are here |

1. NW hosts/services Create a Deploy a
are online and available Cloud Gateway Cloud Gateway
2. Concentrators are Analytic Stream Analytic Stream

View Detected Threats
in the
RSA NetWitness Platform
User Interface

collecting the required Mapping Mapping
data

3. Cloud Gateway is ADMIN > System > ADMIN > System >

provisioned Cloud Gateway Cloud Gateway (Future)

Before you create a Cloud Gateway Analytic Stream Mappings mapping, ensure that the NetWitness
Platform hosts and services that you want to use for your mappings are online and available. All of the
services must be in sync with a consistent time source. Ensure that the Concentrators are collecting the
required data. Cloud Gateway services must be provisioned to enable Cloud Behavioral Analytics.

When you create a mapping, you select an Analytic Stream to map, such as HTTP. Then you select the
data sources, such as Concentrators, to use for that Analytic Stream along with a Cloud Gateway service
to process the data. When you are ready to start aggregating data, you deploy the mapping. (Future)
Analysts can view detected threats for that Analytic Stream in the NetWitness Platform user interface
(UD.
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What do you want to do?

Administrator ~ Verify that the NetWitness Platform hosts ADMIN > Hosts and ADMIN >

d . i d availabl Services
and setvices are onfine and avarabie. See Hosts and Services Getting Started
Guide.
Administrator  Ensure that the Concentrators are See Broker and Concentrator
collecting the required data. Configuration Guide
Administrator  Provision the Cloud Gateway. Provision a Cloud Gateway

Administrator Create Cloud Gateway Analytic Stream Mapping Cloud Gateway Analytic
Streams

mappings*

Administrator  Deploy Cloud Gateway Analytic Stream  Mapping Cloud Gateway Analytic

. Streams
mappings* -
Administrator, View detected threats. See NetWitness Respond User Guide and
Analyst NetWitness Investigate User Guide.

*Y ou can complete these tasks here (that is in the Cloud Gateway Analytic Stream Mappings panel).

Related Topics

o RSA Cloud Behavioral Analytics

o Cloud Gateway Config View Certificate Tab

o Update a Mapping

o Undeploy a Mapping

o Delete a Mapping

o Change the Lag Time

o Analytic Stream Settings
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Quick Look

The following example illustrates a Cloud Gateway Analytic Stream mapping. The configuration defines
the data sources for the selected Analytic Stream and the Cloud Gateway service that will process the
events from those data sources.

RSA RESPOND

Hosts

Services

Info
Updates
Licensing
Email
Global Notifications
Legacy Notifications
System Logging
Global Auditing
Jobs
Live Services
URL Integration
Context Menu Actions
Investigation
ESA Analytics
I oud Gateway

Whois

-a

HTTP Proxy Settings

NTP Settings

INVESTIGATE

Event Sources

;@ admin ©

MONITOR CONFIGURE ADMIN @]

Health & Wellness  System  Security

Cloud Gateway Analytic Stream Mappings
The RSA .

Analytic

can be configured to automatically upload Analytic Streams from one or more Concentrators to Cloud Behavioral Analy

eating and deploying

between Concentrator source(s) and Cloud Gateway services, data streams are automatically forwarded to the Cloud for analytics

ocessing.

Considerations:

- Please note that each Analytic Stream that is deployed will place an additicnal load on the Internet egress points on the network,

eams to Concentrator(s) that actively collect that type of information (e.g., HTTP Analytic Streams should only be activated on

Manage mappings by creating, deploying or removing them.

plle
Status Analytic Stream Sources J Service Lag Time Actions
™ Deployed HTTP Packet - Concentrator Packet - Cloud Gateway Server 15 5
Edit stream
Undeploy
| Page 1 of1 | C Displaying 1-10f 1

11.2.0.0

n rear n addition b
© ata
+ -
Sources
& Packet - Concentratar

Analytic Stream service
¥ HTTP SA- Cloud Gateway Server
Ema; e} & Packet-Cloud Gateway Server
Active Dire:

s

-ators. These time values are

ry. specify the time that will be used to query data from the selected Cancentr specific to 8 particular mapping and they apply to all concentr

Lag Time (Minutes)

-

Displays the Cloud Gateway Analytic Stream Mappings panel.
Shows the status of the mapping.
The name of the Analytic Stream that is mapped.

Data sources, such as Concentrators, assigned to the mapping.
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Cloud Gateway service that processes the data for the mapping.
Lag Time configuration (in minutes) on the data sources for the mapping.
Actions for changing Analytic Stream settings, deploying mappings, and undeploying mappings.

Toolbar

The following table describes the toolbar actions.

Icon/
Button

Descripton

+ Opens the Create Mappings dialog where you can create a mapping. Create a separate
mapping for each Analytic Stream.
After creating and reviewing the mappings, you deploy them.

-_— Deletes a Mapping.

You can delete a mapping with a status of Undeployed at any time. Since a mapping in
the Undeployed state is not deployed and is not running, it does not affect data

aggregation.

Deleting a deployed mapping clears the configuration on the host server, reverts the
deployment for that mapping, and stops pulling data from the data source for that Analytic
Stream. Y ou should undeploy a mapping with a status of Deployed before deleting it.

After you create your mappings, you must deploy them in order to start aggregating data for
the Analytic Streams. You can select one or more mappings with a status of Undeployed to

deploy.

Deploy

Now

Note: If you want to make changes to a deployed mapping, such as adding or removing Concentrators
or changing the service, you must undeploy and delete the existing mapping and then create and deploy
a new mapping for that Analytic Stream.

Cloud Gateway Analytic Stream Mappings

The following table describes the listed Cloud Gateway Analytic Stream mappings.

Icon/
Field

Description

E To select an individual mapping, select the checkbox next to the mapping.
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Icon/
Field

Status

Analytic

Stream

Sources

Service

Description

Shows the status of the mapping. There are two statuses:

Undeployed - An undeployed mapping maps an Analytic Stream to sources and a
Cloud Gateway service. It does not start aggregating data for the Analytic Stream until
you deploy the mapping.

Deployed - A deployed mapping is deployed and running. In a deployed mapping, the
selected Cloud Gateway service uses query-based aggregation to collect the
appropriate filtered traffic for the selected Analytic Stream from the Concentrators.

Indicates the selected Analytic Stream. An Analytic Stream is a pipeline of selected
traffic activity used for analytics processing. For example, Analytic Streams can
include HTTP, FTP, SMB, or DNS traffic. By creating and deploying Analytic Stream
mappings between Concentrator sources and Cloud Gateway services, data streams are
automatically forwarded to the Cloud for analytics processing.

Sources are the data sources, such as Concentrators, from which the Cloud Gateway
will aggregate the data for the specified Analytic Stream.

Indicates the Cloud Gateway service that will process the data for the specified
Analytic Stream. The selected service must be in sync with a consistent time source.

Cloud Gateway References 32



Cloud Behavioral Analytics

Icon/
Field

Description

Lag Time Specifies a constant time delay in minutes, which is added to avoid losing events being
. processed by the data sources during periods of heavy activity. For example,

(Minutes) . . . . .
Concentrator performance varies depending on factors such as incoming load, ongoing
queries, and indexing. Due to these factors, a Concentrator may not aggregate events in
real-time, which leads to the delay.

The Lag Time parameter gives the Concentrator a chance to finish aggregating all of
the data.

Data aggregates at Current (System) Time - Lag Time. Setting Lag Time is useful
when a Concentrator is slow in aggregating data. The Lag Time guarantees that Cloud
Behavioral Analytics (CBA) does not process data that arrives to the Concentrator
within the Lag Time window. This provides an adequate delay to ensure that all events
generated in the enterprise can be processed by CBA.

For example, if Lag Time is 30 minutes, and the current time is 2:00 PM, the
Concentrator starts pulling records at 1:30 PM. The Lag Time window, 30 minutes in
this example, remains constant as time advances. When the current time advances to
2:01 PM, the Concentrator pulls the next minute of data at 1:31 PM, and so on.

Important: The Lag Time defines the buffer between the current time and the time
when the Analytic Stream ingests the data.

Caution: RSA recommends that Administrators adjust the Lag Time parameter
dynamically based on the performance of each of the individual Concentrators to
avoid missing any events during aggregation.

o I8 Provides additional actions for the selected Analytic Stream mapping:

o Edit stream - Enables you to configure the Lag Time for the selected mapping.

« Deploy - Deploys the selected mapping. The specified Cloud Gateway service starts
pulling data from the data sources for that Analytic Stream.

o Undeploy - Undeploys the selected mapping. The specified Cloud Gateway service

stops pulling data from the data sources for that Analytic Stream.

Caution: Undeploying a mapping with a status of Deployed affects data aggregation
for that Analytic Stream.

33 Cloud Gateway References



Cloud Behavioral Analytics

Analytic Stream Settings

After you create or deploy an Analytic Stream mapping in the Cloud Gateway Analytic Stream
Mappings panel (ADMIN > System > Cloud Gateway), you have the option to change Analytic Stream
configurations for that mapping.

What do you want to do?

Administrator Change the Lag Time for a Cloud Gateway Analytic Stream Change the Lag
. Time
mapping.
Administrator Undeploy and redeploy an Analytic Stream mapping. Change the Lag
Time

Related Topics

« Mapping Cloud Gateway Analytic Streams

o Cloud Gateway Analytic Stream Mappings

Analytic Stream Settings

To access the Analytic Stream settings, in the Cloud Gateway Analytic Stream Mappings panel, select
the mapping that you want to change and in the Actions column, select L “ > Edit stream.

Analytic Stream Settings

Configuration

Analytic Stream HTTP
Service Packet - Cloud Gateway Server
Sources Packet - Concentrator
(Pwzffs F 3@ 0, :500057compression=1)
Lag Time {Minutes) 15 o
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Configuration

The Configuration section enables you to view the Analytic Stream configuration and change the Lag
Time setting.

The following table describes the settings available for a Cloud Gateway Analytic Stream mapping.

ey fowwlen 7

Analytic ~ Shows the name of the mapped Analytic Stream.
Stream

Service Shows the Cloud Gateway service that processes the data for the mapping.

Sources ~ Shows the mapped data sources and the URLs used to communicate with the Cloud
gateway.
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ey |owwtlln 7

Lag Time
(Minutes)

Specifies a constant time delay in minutes, which is added to avoid losing events being
processed by the data sources during periods of heavy activity. For example, Concentrator
performance varies depending on factors such as incoming load, ongoing queries, and
indexing. Due to these factors, a Concentrator may not aggregate events in real-time,
which leads to the delay.

The Lag Time parameter gives the Concentrator a chance to finish aggregating all of the
data.

Data aggregates at Current (System) Time - Lag Time. Setting Lag Time is useful when
a Concentrator is slow in aggregating data. The Lag Time guarantees that Cloud
Behavioral Analytics (CBA) does not process data that arrives to the Concentrator within
the Lag Time window. This provides an adequate delay to ensure that all events generated
in the enterprise can be processed by CBA.

For example, if Lag Time is 30 minutes, and the current time is 2:00 PM, the Concentrator
starts pulling records at 1:30 PM. The Lag Time window, 30 minutes in this example,
remains constant as time advances. When the current time advances to 2:01 PM, the
Concentrator pulls the next minute of data at 1:31 PM, and so on.

Important: The Lag Time defines the buffer between the current time and the time when
the Analytic Stream ingests the data.

The Lag Time value is specific to a particular mapping and it applies to all Concentrators
within that mapping after you deploy it. If a Concentrator is shared between two Analytic
Streams with different Lag Times, the Concentrator uses separate Lag Time values for
each Analytic Stream mapping.

Caution: RSA recommends that Administrators adjust the Lag Time parameter
dynamically based on the performance of each of the individual Concentrators to avoid
missing any events during aggregation.

To determine the correct Lag Time, add together the following to get an environmental Lag
Time:

1. Log or Packet Latency - This is the time it takes for the Log Decoder to receive the
logs or the (Packet) Decoder to receive packets. For example, the Log Decoder may get
logs every 20 minutes. In this case, you would want to set Lag Time to at least 20 minutes,
preferably 25 minutes, so that you do not miss events.

2. Aggregation Latency - This is the time it takes to get the data from the Log Decoder to
the Concentrator.

3. Other Buffer - Add in any additional time delay specific to your environment.
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